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H Torténeti attekintés

Il Miis az a YARA?

i Miért el6nyds a YARA hasznalata?

0 Mi szikséges a YARA hasznalatahoz?

{ Mennyire hatékony a YARA?
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Felhd alapu biztonsag

Trend Micro
Smart Protection Network
Tuesday, 14 Sep. 2010

E-mail ellen6rzések
6.2 milliard

E-mail blokkoldsok

4.4 milliard

Webcim ellenérzések
41 milliard
Webcim blokkolasok
585 milli6
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Veszélyforrasok gyartotol fuggetlen kezelése: SOC + YARA
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milliped ¥ % & ¥ & ¥ @milliped - 2016. szept. 21.
{g} Valasz @yararules és @plusvic felhasznalénak
O Product Solution | know what Yara rules are (and | intend to use them in the McAfee ATD
sandbao), butl wonder where the name comes from?
H VirusTotal / yara  Pu O 2 11 Q ihi a
> Code O lIssues 143 o Victor M. Alvarez
@plusvic

Releases

Valasz @milliped és @yararules felhasznalonak

YARA is an ancronym for: YARA: Another Recursive Ancronym, or Yet

11.7.1 . g . .
O Another Ridiculous Acronym. Pick your choice.
=0 c98514d
. d du. 5:45 - 2016. szept. 22.
ompare -
v Assets 2

[?]Source code (zip) MNov 26, 2013
@Source code (tar.gz) Nov 26, 2013

Show all 2 assets

0 © 2023 GitHub, Inc. Terms Privacy Security Status Docs Contact GitHub Pricing AP Training Blog About
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rule dummy
{
meta:
$meta_string = “dummy rule”
$meta version = 4
$meta _valid = true
strings:
$text string = "text here”
condition:
$text string
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rule dummy
{
meta:
$meta_string = “dummy rule*
$meta version = 4
$meta _valid = true
strings:
$text string = "text here”
condition:
$text string
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rule dummy
{
meta:
$meta_string = “dummy rule*
$meta version = 4
$meta _valid = true
strings:
$text string = "text here"
condition:
$text string




YARA szabaly

rule dummy

{
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meta:
$meta_string = “dummy rule”
$meta_version = 4
$meta valid = true

strings:

$text string = "text here”
condition:

$text string
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2 E Modules —yara 4.2.0 documer X ar

@ < O i @ O EJ https://yara.readthedocs.io/en/stable/modules.html i

Docs » Modules ) Edit on GitHub

Search docs

Modules

Getting started

Writing YARA rules Modules are the method YARA provides for extending its features. They allow you to define data

& Modules structures and functions which can be used in your rules to express more complex conditions. Here
you'll find described some modules officially distributed with YARA, but you can also learn how to

PE . . ", .
write your own modules in the Writing your own modules section.
ELF
Cuckoo « PE
Magic > Reference
Hash —
Math > Reference
at
* Cuckoo
Lsinlz > Reference
Time « Magic
Console ¢ Hash
Writing your own modules * Math
* Dotnet
Running YARA from the command-line
> Reference
Using YARA from Python -
- * Time

The C API + Console
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H Sajat keresési szabalyok
-> gyorsasag
-> vaklarmak kezelése

H Kiils6 YARA szolgaltatok
-> gyartotol fliggetlen keresési algoritmusok

E Kiillonboz6 védelmi rendszerek azonos keresési
algoritmusokkal
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Védelmi
rendszerek

Fuggetlen
forras

teszt-
kornyezet

szabaly-
alkotas
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SOPHOS NEWS Products & Services  Security Operations ~ Threat Research ( AlResearch ) SecurityNews  Sophas Life (o}

An open-source ML toolkit for
automatically generating YARA rules

The SophosAl Artificial Intelligence team has developed a machine-learning based
tool that generates YARA rules for detecting specific types of threats

Written by Sean Gallagher

AUGUST 25, 2022
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Malware mintak
2020. november 25.
22443 db

Tiszta fajlok
Windows 10 fajlok

SOPHOS ML toolkit YARA szabaly
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rule mll

{

strings:

$50 = "RtlLookupFunctionEntry" fullword // weight: 5.328
$51 = "RtlVirtualUnwind” fullword // weight: 3.967
552 = "GetModuleHandleA" fullwo i : 2.938

$53 = "CompilationRelaxationsAttribute” fullw

$s54 = "IQRerSPOLogHcPd3bo" fullword // weight: 2.554

§s55 = "InterlockedExchange" fullword // weight: 2.468

= "I0leInPlaceUIWindow" fullword // weight: 2.362

"rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrerQQQ" fullword // weight: 2.227

= "vbaExceptHandler"” fullword // welght 2.198

= "WNetEnumResourceA" 2. 12'u
‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘ 1.966
abcdefghijklmnopq"” fullword // weight: 1.928

= "AVCacheLocalScheduleGroupSegment" fullword // weight: 1.908

"IsDebuggerPresent” fullword // weight: 1.858

= "InterlockedCompareExchange"” fullword // weight: 1.747

"CertCompareCertificateName" fullword // weight: 1.628

"GetEnvironmentvariableWw" fullword // weight: 1.413

= "InitializeSListHead" fullword // weight: 1.392

"GetEnvironmentStringsA" fullword // weight: 1.29

= "717A7Q7a7q77777777" fullword // weight: 1.221

"(ctJ(ngPathNamcw" fullw(Li // wclght L 143
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$5237 = "TraceRegisterExA"

$5238 = "LdrDisableThreadCalloutsForD11" fullword // weight: -3.52
55239 = "gRgRgRepRePpRRichgR"” fullword // weight: -6.123

55240 = i -7.009

condition:

((#s0 * 5.328) + (#s1 * 3.967) + (#s2 * 2.938) + (#s53 * 2.794) + (#s4 * 2.554) + (#s5 * 2.468) + (#s6 * 2.362) + (#s7 * 2.227) +
0 * 1.966) + (#5311 * 1.928) + (#s12 * 1.908) + (#5313 * 1.858) + (#s14 * 1.747) + (#s15 * 1.628) + (#sle * 1.413) + (#s17 * 1.392) + (#s18 *
1.143) + (#s21 * 1.133) + (#5322 * 0.937) + (#s23 * 0.905) + (#5324 * 0.882) + (#s25 * 0.764) + (#3526 * 0.749) + (#s27 * 0.648) + (#3528 *
569) + (#s31 * 0.562) + (#s532 * 0.560) + (#s33 * 0.530) + (#s534 * 0.529) + (#s35 * 0.529) + (#s36 * 0.528) + (#s37 * 0.522) + (#s538 * 0.504)
+ (#s41 * 0.491) + (#s42 * 0.487) + (#s43 * 0.483) + (#s44 * 0.459) + (#s45 * 0.408) + (#s46 * 0.380) + (#s47 * 0.378) + (#s48 * 0.365) +
#s51 * 0.295) + (#s52 * 0.283) + (#s53 * 0.256) + (#s554 * 0.242) + (#s55 * 0.228) + (#s56 * 0.225) + (#s57 * 0.218) + (#s558 * 0.217) + (
1 * 0.204) + (#s62 * 0.193) + (#s63 * 0.187) + (#s64 * 0.164) + (#s65 * 0.1el) + (#s66 * 0.153) + (#s67 * 0.152) + (#s68 * 0.148) + (#s69
g *

0.127) + (#s72 * 0.117) + (#5373 * 0.117) + (#s74 * 0.114) + (#5375 * 0.113) + (#s76 * 0.111) + (#s77 * 0.094) + (#s78 * 0.090) + (#3579
.07€) + (#s82 * 0.073) + (#s83 * 0.070) + (#s84 * 0.070) + (#s85 * 0.067) + (#s8e * 0.0€5) + (#s587 * 0.051) + (#s88 * 0.048) + (#5889 * 0.
35) + (#s592 * 0.034) + (#s93 * 0.029) + (#s594 * 0.027) + (#s95 * 0.023) + (#s96 * 0.022) + (#s97 * 0.020) + (#s598 * 0.015) + (#s599 * 0.014)
2) + (#s102 * 0.008) + (#s103 * 0.007) + (#5104 * 0.007) + (#5105 * 0.007) + (#sl06 * 0.002) + (#s107 * -0.002) + (#s108 * -0.003) + (#s109
5111 * -0.009) + (#s112 * -0.009) + (#s113 * -0.014) + (#s114 * -0.017) + (#s115 * -0.018) + (#s11l6 * -0.021) + (#5117 * -0.024) + (#5118 *
20 * -0.038) + (#5121 * -0.039) + (#s122 * -0.039) + (#s123 * -0.040) + (#5124 * -0.040) + (#s125 * -0.046) + (#5126 * -0.056) + (#s127 * -0
* -0.098) + (#s130 * -0.104) + (#s131 * -0.109) + (#s132 * -0.134) + (#5133 * -0.138) + (#5134 * -0.158) + (#5135 * -0.16e0) + (#s1l36 * -0.1
-0.179) + (#5139 * -0.180) + (#5140 * -0.190) + (#5141 * -0.191) + (#s142 * -0.196) + (#s143 * -0.198) + (#s144 * -0.204) + (#s145 * -0.208
0.212) + (#5148 * -0.222) + (#5149 * -0.239) + (#5150 * -0.241) + (#3151 * -0.242) + (#5152 * -0.258) + (#5153 * -0.263) + (#5154 * -0.288)
324) + (#5157 * -0.331) + (#5158 * -0.332) + (#3159 * -0.339) + (#sl60 * -0.341) + (#slel * -0.341) + (#sl62 * -0.342) + (#s163 * -0.351) +
6) + (#5166 * -0.386) + (#sle7 * -0.386) + (#5168 * -0.402) + (#5169 * -0.411) + (#s170 * -0.411) + (#5171 * -0.427) + (#5172 * -0.430) + (#
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Malware mintak
2020. november 25.
22443 db

Tiszta fajlok
Windows 10 fajlok

SOPHOS ML toolkit YARA szabaly

/

91,45% - 96,25%

Malware mintak — 2023. marcius 8-17:
( >98% 2023-as felbukkanasu)

Windows fajlok: 0,33%

Tovabbi részletek: www.yaralab.eu
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